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Graph Neural Network

1/p ifd(u,z) =0

pg(u,z) =1 if d(u,z) =1
1/q ifd(u,z) =2

d(u,x) : shortest path length between node u to x



Graph Neural Network
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GNN-based IDS

Edge feature vector

Flow-based features

| protocol | nb_pkts |duration| ... |

Packet-based features

‘< | protocol | pkt_size | payload | ... |

Authentication-based features
\__ | auth_type | logon_type |success_or_failure | |




GNN-based IDS
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GNN-based IDS

Network Flows
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(a) AHIN Construction (b) Similarity Embedding (c) Graph Convolution (d) Bot Detection

GCN(As, X)
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GNN-based IDS
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(c) XSS detection. (d) P2P botnet.
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GNN adversarial attacks
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Conclusion
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