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ABSTRACT. Zonotopes are promising abstract domains for machine learning oriented
tasks due to their computational efficiency, but they lack the expressiveness required
to precisely handle complex transformations, such as the softmax function, prevalant
in the transformer architecture. Hybrid Constrained Zonotopes (HCZ) address this
limitation by incorporating linear constraints and binary generators, enabling the
representation of non-convex sets. However, existing HCZ rely on Mixed-Integer
Linear Programming (MILP) solvers for concretisation, resulting in exponential
time complexity that renders them impractical for large-scale models. This work
leverages the Lagrangian duality to develop polynomial-time convex relaxations for
HCZ operations. Nonetheless, as the HCZ’s operations are not designed to handle
convex relaxations, the overapproximation is potentially exessive. Thus, future work
is needed to make HCZ usable for Large Language Model’s verification.

1. INTRODUCTION

A Zonotope represents a set as the Minkowski sum of line segments, enabling
instant concretisation. As they lack precision, recent research proposed various
new enhanced Zonotope abstract domains. Constrained Zonotopes add linear
constraints to improve precision. Polynomial Zonotopes extend the representation
by incorporating polynomial generators. Finally, Hybrid Constrained Zonotopes
(HCZ) combine binary generators and linear equality constraints, enabling the use
of non-convex sets, unions and intersections, which makes operations like the ReLU
exact.

Nonetheless, despite the advantage of constrained Zonotopes, their practical use
is limited by their computational complexity as the concretisation requires solving
the linear equalities, which is NP-hard. Working with Large Language Models
(LLM), they become unusable.

This paper addresses the scalability issue of HCZ through the following contri-
butions: a polynomial-time convex relaxation for the concretisation, a polynomial-
time dot product, lighter reductions methods that do not require solving MILP,
and memory-efficient operations using sparse tensors.

It does not, however, addresses the new problem of over-approximation induced
by the relaxations. Future work will have to adapt the operations to this concreti-
sation method.

We will start by quickly presenting classical Zonotopes, and the previous state of
HCZ. We will then describe the new methods, along with proofs. A later paragraph
will be dedicated on the over-approximation issue, and potential direction for
future work.
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2. CLASSICAL ZONOTOPE

A classical Zonotope [1] in RY abstracts a set of N variables through affine

expressions over shared noise symbols:

z=c+GE (1)
Where ¢ € RY is the center, or the bias, G € RV*! is the generator matrix, and
& € [-1,1)" represents I noise symbols.

The concretisation y(z) = {c + GE | € € [-1,1]7} can be efficiently computed
as interval bounds, the lower bound ! = ¢ — |G||;, and the upper bound u = ¢ +
|G- This O(N x I) complexity makes Zonotope highly scalable, but greatly limits
their expressiveness.

3. HYBRID CONSTRAINED ZONOTOPE

Hybrid Constrained Zonotopes extend classical zonotopes by incorporating
linear constraints and binary generators, they are defined as:

AE+AE =D
r=c+GEFGE, st {Ee[-1,1) (2)
& e {11}V

Where ¢ € RY is the center, G € RY x R’ and G’ € RV x R!" are continuous and
binary generator matrices, & € [—1,1]f and & € {—1,1}” represent the I contin-
uous and J binary noise symbols. A € R7 x RT, A’ € R/ x RT', and b € R’ define
the I’ linear constraints.

This definition can be extended to multi-dimensional variables with ¢ € R, G €
R and ¢/ € R-*T",

3.1. Dual-based concretisation.
The primary computational bottleneck in HCZ is concretisation. The exact lower
bound requires solving;:
l= min c+GE+GE (3)
AE+A’E =b
gel—-1,1)1
&e{-1,1}1"
This is a MILP due to the binary constraints, leading to exponential complexity.
We address this with the dual Lagrangian optimisation problem.
Proposition 1: (Dual concretisation bounds) If the HCZ is not empty — ie,
there exists & € [—1,1]1,& € {—=1,1}" such that AE + A’E" = b — sound lower and
upper bounds can be computed as:

> max ¢+ Ab—|G—AA|; —||G" — AA| (4.1)
AERN xRJ 1
u<— max —c+ Ab— |G+ AA|, — |G+ AA| (4.2)
AERN xR 1

Proof. The previous minimisation problem can be rewritten:

l= min min ¢+ GE+G'E (5.1)
vjel[l,J] ge[-1,1]1
AGE+AGE —b;=0 gre{—1,1}1
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i JICRA (5.2)
h;(&,E)=0

Transforming the objective into its dual, it becomes:

J
L(EE N = max f(£,€) =) N\h(E,E) (6.1)
J

J
= i GE+GE — MN(AE+ALE —D.) (6.2
/{rel%§ Ser[rfnl?l]f ot * Zj: J( j& + A5 J) (6.2)
&e{—1,1}1

Using matrices instead:
L(&E,E,A) = max min = ¢+ A+ (G—AA)E+ (G —AA)HNE (T)
AERNxRY &eg[-1,1)1
&ref{—1,131"
Since [—1,1]7 x {—1,1}"" is compact, we can reverse the min-max order:

L(&,E,A) = max min = ¢+ Ab+ (G—AA)E+ (G —AAHE (8.1)
AeRNxRJ &e[-1,1)1

&ef{—1,131"
= max c+Ab—|G—AA||, — |G — AA| (8.2)
AERN xR 1
= d(A 8.3
A, ) (®3)

By weak duality, this provides a sound lower bound: | > L(&,&’, A) for every A €
RN xR7, & € [-1,1],& € {—1,1}.

Furthermore, (G, &) € [—1,1]7 x {—1,1}"" ensures the set defined by the HCZ
is finite and admits a maximum. Thus the maximum can be computed as the
minimum of —f, and the upper bound u can be computed as follows:

—u > min min  —c—GE—-G'E (9)

vjie[1,J] &e[-1,1)7
AGEHAE =b;=0 gref—1,1}1

The same procedure leads to:

—u> max —c+Ab—|[-G—AA|, — |-G — A4, (10)
AeRN xR

O

Proposition 2: (Concretisation complexity) The concretisation has a time
complexity linear in the number of variables and precision: O(N x J x max(I,I") x
n_steps).

Proof. The forward pass has a complexity of O(N x J)+ O(N x J x I) + O(N x
J x I") for the multiplications, and O(N x I) + O(N x I’) for the norm, thus an
overall complexity of O(N x J x max(I,I’)). The backward pass has the same
complexity with automatic differentiation, which is the case in frameworks like
PyTorch.

If the optimiser used is Adam, it costs O(N x J), with n_steps iterations, which
gives the total complexity of O(N x J x max(I,I") X n_steps). O
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Proposition 3: (Emptiness) There exists a finite number of optimisation steps
N, such that for z concretized with n_steps > N:

s 0el<u (11)

Proof. Using the Equation 4 to compute [ gives for each optimisation step k:
I, > max min ¢+ GE+G'E —A(AE+ A'E —b) (12.1)
AeRNxRJ  &e[—1,1]1
&e{-1,1}1

> —A 12.2
2 . A 122

With a € RN, 8 € RY. If the HCZ is empty, there is no & € [—1,1]7,& € {—1,1}"
such that AE + A’E" — b, thus |B| > 0, and [, = 1 = +o0. Similarly, uy, B u=—o0.
As the optimisation objective is concave — d(A) is concave — there exists M such
that Vn > N, [, > u,,. O

4. ABSTRACT TRANSFORMERS

Set operations — Minkowski sum, cartesian product, intersection, union — are
already defined by [2], and the general abstract transformer construction for the
classical Zonotope on convex functions is already defined by [3]. The following
sections will only extend the tranformer construction to HCZ, and propose the new
operation needed for LLMs, the dot product.

4.1. General abstract transformer construction for classical Zonotopes.

Proposition 4: (General abstract transformer construction for classical
Zonotopes) Given an input Zonotope x, with bounds [l,u], the sound abstract
transformer of a convexr C' continuous function f : R — R is defined as:

Y= AT+ p+ Bepey (13)
With:

A= f(t) (14.1)

p= %(f(t) — At + {%2)’\;’“7 1fift f;t:) (14.2)

— 1 f(l) - )‘l’ ift > tcrit
i=3 (At —J0+ {f(u) —Au, ift< tcrit) (14.3)
—fa
Vo @oer,, = 100 (144)

The minimal area abstract transformer is computed using t =t .
Proof. [3] O

It is possible to take into account additional constraints on the output, by applying
them to Equation 13, which will yield ¢,

Proposition 5: (Positive erponential abstract transformer) The positive

crito*

exponential can be computed using t,, = rnin(tcrit7 berit 2), with tey, =1+ 1.

Proof. For the output of the exponential to be positive, y has to verify 0 < y. The
critical point ¢, can then be chosen by solving miny = 0. As the exponential
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is monotonically increasing, the minimum of y will be found at the lower bound,
and the ¢, will have to be chosen inferior to ¢, This leads to miny = Al +
i —|8]. As the exponential is convex, f’(t) < W & ft) =M < flu) —du s
At — f(t) + f(u) — du >0 < 8> 0, which leads to miny = A(l —¢) + f(t). With
values, 0 = e’z (1=t + 1) = oy, =1+ 1. O

Proposition 6: (Positive reciprocal abstract transformer) The positive

reciprocal can be computed using t,, = max(tcrit, berit 2), with t 5

crito = 3-

Proof. The same method applied to the reciprocal function, which is monoton-
ically decreasing leads to miny = Au+p—|5] = 0= Au—1)+ f(t), and 0=
_t21 (’LL _tcritQ) + % = tcritQ = % g

crito crito

o = N w & w oo o~
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FI1GURE 1. Exponential abstract transformer for Zonotope using the positive
Zonotope (left), and the minimal area Zonotope (right).

FIGURE 2. Reciprocal abstract transformer for Zonotope using the positive Zono-
tope (left), and the minimal area Zonotope (right).

4.2. General abstract transformer construction for HCZ.

Proposition 7: (Double Zonotope HCZ transformer) As the HCZ handles
unions, it is possible to construct the HCZ using a union of two zonotopes, which
reduces the over-approrimation area, while being non-convex. An approximately
minimal area HCZ can be defined using a mid point m as f’'(m) = w, creating
two abstract transformer Zonotopes zy,zy on [l,m] and [m,u], and performing a
union to create the HCZ abstract transformer.

Proof. If we only consider the part of the zonotope above the function as a proxy
to find a mid point, the area is:
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A(m):M(m—l)—/mf-kf(u);f(m)(u_m)_/uf (15)
!

m

21

As flm f+ fmu f= flu f is constant, the mid point m* minimizing A can be found
directly with:
dA fw) — £

=0 ) = T

dm (16)

O
Using this method, the mid point for the exponential is m* = log<E::lel), and for
the reciprocal: m* = Vul.

This method does not work when using additional constraints, and ¢
of ¢

ait iNstead

crit*
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x x

FIGURE 3. Exponential abstract transformer for the minimal area Zonotope vs the
approximately minimal area HCZ

FIGURE 4. Reciprocal abstract transformer for the minimal area Zonotope vs the
approximately minimal area HCZ

4.3. Dot product.
Proposition 8: (Dot product) Let Z,={c;,G,G], A, A,b),Zy =

(g, Gy, GS, Ay, A by) € RN | then, the dot product can be computed as Zy - Z,
(¢, G,G", A, A’ by with:

c=clcy, G= [CzTGl el Gy G], G = [c; G ¢ Gj] (17.1)
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A, 00 AL 0 by
A=1] 04, 0|, A/=| 0 Ay|, b= |by (17.2)
0 0A 0 0 b
A e + [t1o00] ; [-1
G=1[ioao, A‘[oou} b—[ J (17.3)
[= (ll - C1>T(l2 - 02>7 U= (Ul - 01)T<U2 —c3) (17-4)

The matrices G’, A,E handle the quadratic cross-terms by introducing auxiliary
constraints and generators.

Proof.
Zy - Zy = (e, + Gi& + GIE))  (ca + Goly + G3ED) (18.1)
_Te, (15.2)
tef Gy + g G & + ¢f GEL + g GLE] (18.3)
LET QI GyEy + ETCT GYE + ETGIT Coley + ETGITCLE,  (18.4)

Under the conditions:
A6+ Arél = by & e[-11]h & € [-11]k
/s 1
(0172>{A2£2 L ase — by O g e or, iy (Ce2)) g e o, 1y
By defining & as [2], and & as [iq in Equation 18.3, the new generators can be
defined as: [c]JG, c]Gs], [c1G] ¢]Gj], and the new constraints as: [Aé Ao]’ {Aé Aﬂ’
2 2
which will form a valid HCZ with the same constraints.
To take into account the last term (Equation 18.4), it is possible to bound it into
[l,u], and then create new continuous noise terms for Z; - Z,.

[ =min min & G Gy&, + & G G4E, + E]TGITGoly + ETGTGLE, (20.1)

1,2 Yoo0,1,2

=min min (& G] Gy + &G Gy)E + (& Gy G5+ ETG{TGS) &, (20.2)

Cl ;2 Coo 1,2
= min Cmin (Zy — ;) Goly + (2, — ) G4} (20.3)
> min min (I; — 1) (Gyly + GHEL) (20.4)
> min mi  NT(7 .
= Hcljlzn gir; (L —c1) (Z5—cy) (20.5)
> (I, — C1)T(12 —¢y) (20.6)

Similarly: @ < (u; — CI>T(U2 — ¢y). To add the bounded error [Z, a] to the result-
ing HCZ, we can add two error terms lg; and de,, with the constraints:
—1<¢g <0 and 0<¢, <1. These constraints can be expressed as equalities
by introducing two new error terms &;,&,: —1<¢; <0AN0<¢, <1=¢ +¢ =
—1Ae, +&,=1N¢g,E,e,,&, €[-1,1], as g, +& =—1N¢g,E €[-1,1]=¢, €
[—2,0] Ag € [-1,1] =¢, € [-1,0].

The corresponding generators and constraints matrices are then:
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éz[ioao]ﬂz[légo],@:[_l] (21)

5. REDUCTION

5.1. Redundant continuous generators.
Proposition 9: Let i € N/ and:

Epi= min{é’i | AE+ A& = b,

i

<1,& ¢ {—1,1}1’} (22.1)

£y, = max{& | AE+AE =D,

<1,& ¢ {—1,1}1’} (22.2)

‘ oo

Eii

Then, if [€p 4, Ep.] € [—1,1], the i-th noise term can be removed to form the
following reduced HCZ [2]:

Z = <C + FGb7 G — FGA, G/ — FGA/7 A — FAA, A/ — FAA/7 b — FAb> (23)
where Ty = GEy (Ay;) " € RV Ty = AE;(A,,) " e R/ B, € R is a ma-
triz with zero entries except for a one in the (i,k) position, and k € [1,J] such
that A,; # 0.

Proof. 2] O
While solving Equation 22 would require a MILP, it is possible to overapproximate
and find a portion of the candidates generators.

Proposition 10: For j € [1,I], and the interval J; defined by:

1 / / :
7, = ﬂ{% [bk - Zi#|aki| =22, lanil b + Zi#|aki| + Zi|aki|} Jif ay; # 0(24)

k| [—00,00], else

we have & C J;. Thus J; C [-1,1] = &; € [-1,1], and &; can be a candidate to
reduction.

Proof. Let j € [1,I], and k € [1, J], A& + AL,E" = by, can be rewritten:
apjej = by, — Z Api€q — Z i€ (25)
i+j i
If ¢; does not appear in the equation, a;; = 0 and the equation does not add any
information on ¢;, €; € [~00, o0]. If a; # 0, the equation gives a lower and upper
bound on ¢;:

1 / 1 /
gbk—ZI%\—Zlaml <g < kak+2|aki|+2|aki| (26)
; j

J i#] i#] i
Let’s name this interval 7, , then every line gives a new constraint, either [—o0, 0o],
or J;,, and €; can be bounded by J; =, T, V [—00, o0]. O

Even if the hypothesis Equation 22 is not valid, it is still possible to apply the
reduction. The resulting Zonotope will then be an over-approximation of the initial
one [2].
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5.2. Additional trivial checks.

For every constraint j, if b; = ”AjH1 = HA;H1 = 0, then the constraint can be
removed. If ‘bj‘ > HAjH1 + ||A;Hl, then the zonotope is empty.

For every generator i, if |G;||, = [4;], =0, the continuous generator i can be
removed. If |G}, = [ A, = 0, the binary generator ¢ can be removed.

6. IMPLEMENTATION

6.1. Tuning hyperparameters.

If ||A]| is big, the norms in the concretisation (|G — AA|;) will add a huge
over-approximation, even if G; is zero for a given variable. This occurs when the
number of noise generators is large (~1000). To reduce this over-approximation,
it is important to choose well the hyperparameters, especially the learning rate.
Similar to LLM training, it can be chosen very small (~1e — 5).

6.2. Sparse tensors.

The union makes the size of the tensors grow exponentially, which quickly leads
to OOM errors. For instance, N = 1000 with I = 1000 requires approximately 10
Go of VRAM. However, as the tensors are mostly empty, it is possible to use sparse
matrices, which considerably reduces the memory footprint. For instance, the same
parameters (N = 1000, I = 1000) takes only 300Mo of VRAM with sparse tensors.
Which makes it usable in practice.

APPENDIX

A.1 Other dot product.

Proposition 11: (Dot product 2nd version, reduces the number of noise,
but less precise) Let Z; = (¢, Gy, G{, Ay, AL, by), Zy = (Cy, Gy, G5, Ay, Al by) €
RY | then, the dot product can be computed as Z, - Zo = (¢, G,G’, A, A’,b) with:

c=clcy+mimy—micy, G= [chl Cg 0y M| 0y + ‘5?62” (27.1)

G =[cGi], A=[A, 00], A=A}, b=b, (27.2)
l l —1 —1
mlziulg_l, m2:7u2;_27 (51:7u12 17 52:77122 2, (273)
Proof.
Zy - Zy = 7] (coy + Goby + GLED) (28.1)
=clcy+ ey Gi&E + g GIE + Z] Gyéy + Z] G3E5 (28.2)

Zl g [ll,ul] - ule + UITill[_]., ].] = ml + 5151,51 (S [_1, 1]7 and G2£2 + Gé(?é =
Zy—cy CU2tle p Manla[ ) 4] — ¢y = my — ¢y + 0585, &, € [—1, 1] Then,

Z{ (Gy&y + G3&3) ©mimy —micy +m] 058y + &1 0] 056 — &1 0] ¢y (29)
The quadratic term was not removed but changed into &/ §; 5,&,. The difference is
that the constraints also moved, §; and 0, were computed taking into account the

constraints of Z; and Z,, while the new error terms &;, &, don’t have constraints.
Thus, the new quadratic term can be bounded simply with:
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6] 658, C |51T52‘ ) (30)

Hence:
Z] (Goly + G5&5) S mimy —micy + (m] 6y + |51T52|)§2 + 90,6 (31)
O
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